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Every Day I’m Shuffling




An Enciphering Scheme Based on a Card Shuffle

Tung Hoang, Morris, Rogaway; Crypto 2012

proc Exr(X)
key:K1,...,K,,F1,...,F,
:fori=1tordo

2 X —KaoX

3 X< max(X,X)

4 if [(X)=1then X « X’
5

6

—_

: end for
: return X

secure when KF is uniformly distributed
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An Enciphering Scheme Based on a Card Shuffle

A Proposed Instance
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: end for
: return X

@ inround /, let j be the highest index such that (K;); = 1
o X =max(X,X®K;) = X Dbit;(X)K;

0 Xoow = X @ (Li- X)K;

@ these functions have algebraic degree 1in X

@ encryption is linear!
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The End of Encryption based on Card Shuffling?

@ certainly not: still secure if KF is uniform

SV 2012 encryption based on card shuffling crypto 2012 rump 4/4
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@ certainly not: still secure if KF is uniform
@ open questions:

could we replace max by another symmetric function?

proc Ex.(X)

key: Ki,...,K, Ly,..., L,

1: fori=1tordo

22 X+« KoX

3 X< (X+X') mod 2
4 ifLj-X=1then X + X'
5: end for
6: return X
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The End of Encryption based on Card Shuffling?

@ certainly not: still secure if KF is uniform

@ open questions:
could it be secure with a distribution over a smaller set?
could we replace max by another symmetric function?

proc Exi(X) an idea by Henri Gilbert:
key: Ki,...,K, Ly,..., L,
1: fori=1tordo Fi(x) = majority (L; - x, Lj- x, L] - X)

22 X KoX (this is has degree 2)
3 X< (X+X') mod 2f

4 ifLi-X=1then X < X'

5: end for

6

: return X
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The End of Encryption based on Card Shuffling?

@ certainly not: still secure if KF is uniform

@ open questions:
could it be secure with a distribution over a smaller set?
could we replace max by another symmetric function?

proc Exi(X)
key: Ki,...,K, Ly,..., L,

1

2
3
4:
5
6

: fori=1tordo

X —KoX

X+ (X+X") mod 2°

if L;- X =1then X < X’
: end for

: return X

an idea by Henri Gilbert:

Fi(x) = majority (L; - x, Lj- x, L] - X)

(this is has degree 2)

A

Thank yeul
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